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Goals & Objectives

Goal: Experimentally validate semi-autonomous control and
demonstrate its use in PUR-1 and VSLIMM.

Objectives:

1. Develop a modular digital twin platform with various levels of
automation using a remote workstation with Al/ML algorithms

2. Train Al/ML using physics-based models and real-time digital
operation data collected from PUR-1

3. Perform testing and evaluate performance
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Towards a Real-Time Cyber-Physical Dlgltal Twin
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Digital/Cyber Remote Station
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Datasets for Benchmarking

Dataset #1 Dataset #2 Dataset #3
e 5§ Raw N ormal
Low power Gang lower
High power ‘e Curated ‘—Abnormal
. L SCRAM
s TFANS 1€ NT
Start-up
Power change File data format
NFD-3-PWR NFD-4-FLUX §51-POSITION
Full cycle 4. 7180-005 G000 3 ool cow % .00 o0 ca
4,308e-005 GOOD % @.8622 GOOD % -8.8895 GOOD om
4.236e-805 GOOD % 8.8626 GOOD % -9.8895 GOOD om
Shutdown
1 _Shutdown.csv
2 Shutdown.txt .
3 Shutdown.xlsx File header
- Point # : Point Name Database Point Type Point Description
Rod worth Point 1: RAN-POOL-LVL UL Analog Tnput  POOL TOP RAM LEVEL
Point 2 : MNFD-1-CPS PUR1 Analog Input CH 1 LOG WIDE RANGE
Point 3 : NFD-1-CR PUR1 Analog Input CH 1 FLUX CHANGE RATE
Point 4 : NFD-2-LOG PURL Analog Input CH 2 LOG POWER
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Network Communications Model
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Network Communications w/ Adversary Model
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Semi-autonomous Architecture
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Semi-autonomous Architecture

- Diagnostics
— Random Forest to identify state ID, e.g., startup, shutdown, constant power etc.

— Autoencoders to reconstruct radiation sensor data, LSTM and GRU to reconstruct
reactor power, and XAl for anomaly detection

« Control Actions Selection
— Rule-based limitation on control action space
* Future behavior prediction
— Transformer with future covariates incorporated from selected control actions

« Consequence evaluation

— Fuzzy logic system to assign score to each forecasted control action, then highest
score action is chosen

— Actions which exceed safety constraints are ruled out entirely
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Performance Evaluation - Load Following
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Power (a.u.)

Performance Evaluation — Bias Injection Attack
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Performance Evaluation — Cyber Event Detection

0.00 [P T = oo
Al/ML can be trained with data 5 H H N HH H
extracted from normal and f
abnormal system states g
. | i
Maximum achievable =
performance depends Strongly On 020 Normal Scrams FDI-A jF[?IfSB2 F>OS‘monFDI—C

a |g0 rit h m a n d d ata ava i | a b | e Replay attack detection on PUR-1 signals (t=260)

1.4 —— Channel 1
Channel 3

—— Channel 4
124 —— RR position

Amount of abnormal data e
available can be a limiting factor

0.8 4

Normalized values
o
o

0.4

SHAP can identify source of FDI
E PURDUE School of Nuclear Engineering o0 275 300 325 350 375 400 425 450

UNIVERSITY Time (s)




Acknowledgements

This research is being performed using funding received from
the DOE Office of Nuclear Energy’s Nuclear Energy University
Programs under contract DE-NEOO009268.

We also thank Rick Vilim from ANL, and John Jackson and Ben
Baker at INL for fruitful discussions and expert input.

@ PURDUE School of Nuclear Engineering
UNIVERSITY

AAAAAAAAAA



=pU

’ﬁ eunon's FIRST ALL-DIGITAL V&G
mmml.uvs




	Demonstrating Autonomous Architectures for Microreactors Under Prototypic Conditions in PUR-1���2026 Microreactor Program Review
	Team Info
	Goals & Objectives
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16

