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Goals & Objectives
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Goal: Experimentally validate semi-autonomous control and 
demonstrate its use in PUR-1 and VSLIMM.

Objectives:
1. Develop a modular digital twin platform with various levels of 

automation using a remote workstation with AI/ML algorithms
2. Train AI/ML using physics-based models and real-time digital 

operation data collected from PUR-1
3. Perform testing and evaluate performance
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Towards a Real-Time Cyber-Physical Digital Twin

Movement 
Direction

AMDR

Linear 
Actuator

AMDR 
Position 

Reactor 
Core

PUR-1
Control 

Rods

PUR-1

AMDR

Control rack

RMSS

OT/IT Comms



5
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Datasets for Benchmarking



Modeling and Simulation
PUR-1

CAD 
Model

Neutronics + PKE 
Models

TH Models



Network Communications Model
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Network Communications w/ Adversary Model
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Semi-autonomous Architecture
Completed



Semi-autonomous Architecture
• Diagnostics

– Random Forest to identify state ID, e.g., startup, shutdown, constant power etc.
– Autoencoders to reconstruct radiation sensor data, LSTM and GRU to reconstruct 

reactor power, and XAI for anomaly detection
• Control Actions Selection

– Rule-based limitation on control action space
• Future behavior prediction

– Transformer with future covariates incorporated from selected control actions
• Consequence evaluation

– Fuzzy logic system to assign score to each forecasted control action, then highest 
score action is chosen

– Actions which exceed safety constraints are ruled out entirely



Performance Evaluation - Load Following



Performance Evaluation – Bias Injection Attack

Normal conditions Increased sensor noise Low level bias injection



Performance Evaluation – Cyber Event Detection

AI/ML can be trained with data 
extracted from normal and 
abnormal system states

Maximum achievable 
performance depends strongly on 
algorithm and data available

Amount of abnormal data 
available can be a limiting factor

SHAP can identify source of FDI
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